CYBER DEFENSE powered by CyFlare

Cyber Defense

In today’s dynamic cyber threat landscape, protecting your network is essential. As cybercriminals continue
to get smarter, so must the way you manage your network. But at a time where many companies are tasked
with doing more with less, how do you prevent, detect and respond to threats while also focusing on your

business goals?

Cyber Defense, powered by CyFlare, provides security operations center as-a-service (SOCaaS) and equips your organization
with the tools needed to improve your digital defenses. By harnessing a range of capabilities, dedicated experts and a portal
that provides real-time visibility, you'll simplify the management of your security operations while accelerating incident
response times. This allows you to optimize security and stay ahead of evolving cyber threats for maximum e ectiveness

and peace of mind.

Our Cyber Defense Solutions

Cyber Defense EDR

Cyber Defense EDR (Endpoint Detection and Response)

is an advanced endpoint security protection platform fully
managed by our SOC. It monitors, detects and responds

to incidents at every endpoint in your systems. You have
the option to subscribe through Crown Castle or bring your
own EDR licenses.

Cyber Defense CRI

Cyber Defense CRI (Cyber Risk Intelligence) is a cloud-
based platform that helps manage risk by identifying
internal security gaps and weaknesses—all through a
single pane of glass. With this solution our SOC will o er
actionable recommendations and mitigation plans.

*Crown Castle’s SOC is managed and powered by CyFlare.

for exposed surface vulnerabilities, helping you safeguard
your digital perimeter, including physical assets.

Cyber Defense Professional Services

Cyber Defense Professional Services provides your
organization with additional specialty services. This
includes security, orchestration, automation and response
(SOAR) platform engineering, custom integrations,
playbook modifications, tabletop exercises, customer
reports and assessments—all fully managed by our
security operations center.

Additional specialty services include:

> Penetration testing which provides planned cyberattack
tests for your internal, external and web applications to
identify weak spots and keep your network secure.

> Incident response which provides attack forensics and
updates to rules within automated response playbooks.
This is available as a subscription based or one-time
on-demand service.

For more information, please contact 1-888-853-3413 or visit CrownCastle.com



Key Benefits

Enhanced network security
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